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Abstract 
&ORXGFRPSXWLQJLVDQHPHUJLQJSDUDGLJPWKDWDIIHFWVDODUJHSDUWRIWKH,7LQGXVWU\E\RIIHULQJG\QDPLFDOO\VFDODEOHUHVRXUFHV
HJKDUGZDUHDQGVRIWZDUHWKDWDUHSURYLVLRQHGDVDVHUYLFHRYHUWKH,QWHUQHW&ORXGFRPSXWLQJSURYLGHVQXPHURXVDGYDQWDJHV
WR RUJDQL]DWLRQV LQ WHUPV RI LPSURYHG VFDODELOLW\ ORZHU FRVW DQG IOH[LELOLW\ WR QDPH D IHZ 'HVSLWH WKHVH WHFKQLFDO DQG
HFRQRPLFDODGYDQWDJHVPDQ\SRWHQWLDOFORXGFRQVXPHUVDUHVWLOOKHVLWDQWWRDGRSWFORXGFRPSXWLQJGXHWRVHFXULW\DQGSULYDF\
FRQFHUQV,QSDUWLFXODURQHRIWKHPDLQIDFWRUVIRUWKHUHOXFWDQFHRIRUJDQL]DWLRQVWRDGRSWFORXGFRPSXWLQJLVWKHODFNRIVWURQJ
HQFU\SWLRQVFKHPHWKDWFDQHQVXUHWKHFRQILGHQWLDOLW\RIFOLHQW¶VGDWDZKLOHVWRUHLQFORXGVHUYLFHSURYLGHU¶V&63VGDWDFHQWHUV
:LWK WKH H[LVWLQJ HQFU\SWLRQ VFKHPHV DGRSWHG E\ WKH &63V WKHUH LV DOZD\V D SRVVLELOLW\ WKDW WKH FOLHQW¶V GDWD FDQ EH
FRPSURPLVHG GXH WR LQVLGHU WKUHDWV ,Q WKLV SDSHUZH SURSRVH D QHZ VFKHPH FDSDEOH WR VHFXUH FOLHQW LQIRUPDWLRQ IURP ERWK
LQVLGHU DQG RXWVLGHU WKUHDWV ,Q SDUWLFXODU ZH GHYHORS DQ HQFU\SWLRQ VFKHPH E\ FRPELQLQJ ERWK V\PPHWULF DQG DV\PPHWULF
FU\SWRJUDSKLF DOJRULWKPVZKLFKSURYLGH VWURQJGDWD FRQILGHQWLDOLW\SUHVHUYLQJ VHFUHW NH\HQFU\SWLRQ IXQFWLRQDOLWLHV LQFOXGLQJ
SHULRGLFDOO\UHQHZDEOHSXEOLFNH\FHUWLILFDWHVWKURXJKWUXVWHGWKLUGSDUWLHV'XHWRWKHVHIXQFWLRQDOLWLHVWKHGDWDRZQHUFDQXWLOL]H
WKHEHVWVHFUHWNH\HQFU\SWLRQVFKHPHVZKLOHWKHWUXVWHGWKLUGSDUW\ZLOOKROGDQGFRPPXQLFDWHWKHVHFUHWNH\VWR&63VRQEHKDOI
RIFORXGVHUYLFHXVHUV&68V

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1. Introduction 
&ORXGFRPSXWLQJLVDVHUYLFHWKDWFDQVWRUHGDWDUHPRWHO\RQDQRWKHUVHUYHUXVLQJDQLQWHUQHWFRQQHFWLRQ&ORXG
FRPSXWLQJ LVDFRPSXWHUDUFKLWHFWXUH WKDWXWLOL]HVSURFHVVLQJSRZHUDSSOLFDWLRQVGDWD VWRUDJHDQGRWKHU VHUYLFHV
RYHUWKH,QWHUQHW8VHUVGRQRWKDYHWRLQVWDOOVRIWZDUHUXQSURJUDPVRUVWRUHDQ\GDWDRQWKHLUORFDOKRVWVVLQFHDOO
RIWKHSURFHVVLQJDQGGDWDVWRUDJHLVGRQHRQWKHUHPRWHVHUYHUV>@8QGHUVWDQGLQJZKHUHWKHLQIRUPDWLRQLVSODFHG
RQWKHFORXGDQGZKRKDVSHUPLVVLRQWRYLHZLWLVYHU\LPSRUWDQW%HIRUHSXWWLQJGDWDRQWRDFORXGLVVXHVRIVHFXULW\
DQGSULYDF\PXVWEHDGGUHVVHGVXFKDVDXWKHQWLFDWLRQDXWKRUL]DWLRQNH\PDQDJHPHQWIRUHQFU\SWHGGDWDGDWDORVV
DQGUHJXODWRU\UHSRUWLQJ>@
&ORXGVWRUDJHDVDVHUYLFHLVFRQVLGHUHGDVRQHRIWKHPRVWXWLOL]HFORXGVHUYLFHVRIIHUE\WKHOHDGLQJ&63VHJ
$PD]RQ0LFURVRIW*RRJOHZKLFKDOORZV&68VWRPRYHWKHLUGDWDRYHUWKH,QWHUQHW2QFHFOLHQW¶VGDWDPRYHWR
WKHFORXGWKHGDWDRZQHUKDVOLPLWHGLWVFRQWURORYHUPDMRUDVSHFWVRIVHFXULW\FRQIHUULQJDVXEVWDQWLDOOHYHORIWUXVW
RQWRWKH&63'XHWRGDWDSULYDF\LWLVQHFHVVDU\IRU&68VWRHQVXUHWKDWWKHLUVHQVLWLYHLQIRUPDWLRQLVVWRUHGLQWKH
SURSHU HQFU\SWHG IRUP PDNLQJ LW FRPSXWDWLRQDOO\ LQIHDVLEOH IRU DQ XQDXWKRUL]HG XVHU WR FRPSURPLVH WKH GDWD
FRQILGHQWLDOLW\+RZHYHUWRSHUIRUPSURSHUHQFU\SWLRQRIXVHUGDWDWKHUHDUHTXHVWLRQVWKDWQHHGGHILQLWHDQVZHUV
)RUH[DPSOHDZKR&68YHUVXV&63VKRXOGSHUIRUPHQFU\SWLRQEZKRVKRXOGKROGWKHHQFU\SWLRQNH\VDQG
FZKRVKRXOGDOORZWRDFFHVVWKHGDWDRWKHUWKDQWKHGDWDRZQHU
2QHFRQYHQLHQWVROXWLRQIRU&68LVWRSXWHYHU\WKLQJLQWKHFORXGXQHQFU\SWHGDQGOHDYHDOOSURFHVVLQJLQFOXGLQJ
FU\SWRJUDSKLFDOJRULWKPVRQWKH&63+RZHYHUWKLVUDLVHVVHULRXVFRQFHUQVRQWKHSULYDF\RIFXVWRPHU¶VGDWDVLQFH
WKHGDWDUHVLGHVLQWKHFORXGFDQQRZEHDFFHVVHGE\WKHFORXGSURYLGHULWVVXEFRQWUDFWRUVDQGHPSOR\HHV2QWKH
RWKHUKDQGWRPLQLPL]HWKHLQVLGHUWKUHDWVDQGWRDFKLHYHPD[LPXPSULYDF\D&68VKRXOGVHQGWKHHQFU\SWHGIRUP
RIGDWDPDNLQJ&63RQO\UHVSRQVLEOHIRUKROGLQJWKHGDWDRQEHKDOIRIWKHRZQHU+RZHYHUSHUIRUPLQJHQFU\SWLRQ
DQGGHFU\SWLRQE\D&68RQLWVRZQGDWDVHHPVWRQXOOLI\WKHEHQHILWVRIFORXGFRPSXWLQJ$OWKRXJKWKLVDSSURDFK
JLYHVPD[LPXPFRQWUROWR&68VWRGHILQHDQGDGMXVWWKHLQIRUPDWLRQVHFXULW\OHYHOVRQWKHGDWDDFFRUGLQJWRWKHLU
VHFXULW\QHHGVDQGSUHIHUHQFHVLWSXWVDORWRIFRPSXWDWLRQDOEXUGHQRQWKHFXVWRPHU¶VGHYLFHV
,Q SUDFWLFH FXVWRPHUV H[SHFW &63V WR EH DEOH WR SHUIRUP QRQWULYLDO FRPSXWDWLRQV HJ VHDUFKHV
WUDQVIRUPDWLRQV VHOHFWLRQVDQGDFFHVVFRQWUROGHFLVLRQVRQ WKHVWRUHGGDWD ,I WKHGDWD LV VWRUHG LQ WKHHQFU\SWHG
IRUPLQWKHFORXGZLWKWKHRZQHUKROGLQJWKHNH\VVXFKFRPSXWDWLRQVFDQQRWEHGRQHE\WKH&63,QRWKHUZRUGV
XQOHVVFXVWRPHUSURYLGHVLWVVHFUHWNH\LHVDFULILFLQJLWVSULYDF\WR&63ZKDWFDQ&68H[SHFWWKHFORXGSURYLGHU
WRGRZLWKWKHHQFU\SWHGGDWDH[FHSWVHQGLQJEDFNWRWKHFXVWRPHUVRWKDWGHFU\SWLRQDQGSURFHVVLQJFDQEHGRQH"
7KLVLVLQFRQWUDGLFWLRQWRZKDW&68VQRUPDOO\H[SHFWIURPWKHFORXGSURYLGHUV
%DVHGRQ WKH DERYHGLVFXVVLRQ RQH FDQ DUJXH WKDW LPSOHPHQWLQJ HQFU\SWLRQ DW FXVWRPHU VLGH DQGKROGLQJ WKH
VHFUHW NH\ IRU HDFK RXWVRXUFHG GDWD PLQLPL]HV WKH V\VWHP HIILFLHQF\ LQ WHUPV RI ERWK WLPH DQG FRPSXWDWLRQDO
FRPSOH[LW\DVFRPSDUHWRSHUIRUPLQJWKHHQFU\SWLRQE\WKHVHUYLFHSURYLGHU+RZHYHUDOORZLQJWKH&63WRSHUIRUP
HQFU\SWLRQDQGKROGVWKHVHFUHWNH\PD[LPL]HVWKHSRVVLELOLW\RILQVLGHUWKUHDWV*LYHQWKHIDFWWKDWQHLWKHUVHUYLFH
SURYLGHUVQRUWKHFOLHQWVDUHIXOO\FDSDEOHRIGHDOLQJGLUHFWO\ZLWKWKHLVVXHRIGDWDFRQILGHQWLDOLW\DQGWKHVHFUHWNH\
PDQDJHPHQWLQWHUPVRIWLPHIHDVLELOLW\DQGUHVRXUFHVWKHUROHRIWUXVWHHGWKLUGSDUW\773FDQEHZHOOMXVWLILHG
IRU WKHVH FULWLFDO WDVNV7KHUHIRUH LQ WKLV SDSHUZHSURSRVH D773EDVHG HQFU\SWLRQ VFKHPHZKHUH WKH WDVNV DUH
GLYLGHGDPRQJDOOWKHNH\VWDNHKROGHUVVXFKDV
x &ORXGXVHUVSHUIRUPWKHGDWDHQFU\SWLRQXVLQJWKHVWDWHRIWKHDUWV\PPHWULFNH\HQFU\SWLRQDOJRULWKPV
x 773KROGVWKHVHFUHWNH\VDQGSHUIRUPVRSHUDWLRQVVXFKDVGDWDFRUUHFWQHVVYHULILFDWLRQDQGLGHQWLW\FKHFNRQ
EHKDOIRIFORXGXVHUV
x 6HUYLFH SURYLGHUV FRPPXQLFDWH ZLWK WKH 773 WR UHTXHVW IRU WKH UHTXLUHG VHFUHW NH\ DQG SHUIRUP GDWD
FRPSXWDWLRQV

,QWKLVSDSHUZHSUHVHQWDQHZHQFU\SWLRQVFKHPHE\FRPELQLQJV\PPHWULFNH\HQFU\SWLRQDOJRULWKPZLWKWKH
SXEOLFNH\ LQIUDVWUXFWXUH 3.,0RUH VSHFLILFDOO\ WKH FORXGXVHUZLOO XVH WKH VHFUHW NH\ HQFU\SWLRQ DOJRULWKP WR
SHUIRUPGDWDHQFU\SWLRQEHIRUHVHQGLQJLWWRWKHFORXG7KHXQLTXHQHVVRIRXUSURSRVHGVFKHPHLVWKHLQWURGXFWLRQRI
D773ZKLFKZLOOEHPDLQO\UHVSRQVLEOHWRKROGDQGVHFXUHO\FRPPXQLFDWHWKHVHFUHWNH\ZLWKWKH&63V
2QFHWKH&68LVGRQHZLWKWKHGDWDHQFU\SWLRQLWZLOOVHQGWKHFLSKHUWH[WWRWKHFORXGVHUYHUDQGSURYLGHLWV
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VHFUHWNH\WRD773XVLQJWKH3.,7KH773ZLOOWKHQDFTXLUHWKHSXEOLFNH\FHUWLILFDWH3.&IURPWKHFHUWLILFDWH
DXWKRULW\ &$RQEHKDOIRI WKH&68 ,W VKRXOGEHQRWHG WKDW D773 LWVHOI FRXOGEHD&$7KHXVHRISXEOLFNH\
FHUWLILFDWHZLOOLQWHJUDWHWKHLGHQWLW\RIERWKWKHFOLHQWDQGWKHVHUYLFHSURYLGHUDVZHOODVHVWDEOLVKDQGPDLQWDLQWKH
WUXVWEHWZHHQWKHWKUHHHQWLWLHV:KHQ&63QHHGVWRSHUIRUPGDWDFRPSXWDWLRQVDUHTXHVWZLOOEHVHQWWRWKH773IRU
WKHVHFUHWNH\7KLVUHTXHVWZLOOEHIDFLOLWDWHGE\YHULI\LQJWKHVHUYLFHSURYLGHU¶VLGHQWLW\DQGVHQGLQJWKHHQFU\SWHG
FRS\RIWKHVHFUHWNH\XVLQJWKH3.,7RPLQLPL]HWKHODWHQF\LQYROYHLQUHTXHVWLQJWKHVHFUHWNH\DVHFXUHSDUWLDO
FRS\RIWKH773¶VGDWDEDVHZLOOEHVHQWWRWKHVHUYLFHSURYLGHU:KLFKUHFRUGVIURPWKHGDWDEDVHVKRXOGEHPRYHG
WRWKHSURYLGHU¶VIDFLOLW\GHSHQGVRQWKHFOLHQWVZKRVHGDWDLVVWRUHGLQWKHFORXGVHUYHUV7KLVOLPLWHGVL]HGDWDEDVH
ZLOOEHFRQWUROOHGE\WKH773DQGVHUYHGDVDWHPSRUDU\FDFKHDWWKHVHUYLFHSURYLGHUVLGHZKLFKOLNHO\UHGXFHWKH
WLPHUHTXLUHGWRDFTXLUHWKHVHFUHWNH\DWWKHFRVWRIPLQLPDOVWRUDJH
2. Proposed TTP Based Scheme 
7KHH[LVWLQJHQFU\SWLRQVFKHPHVDGRSWHGE\VRPHRIWKHOHDGLQJ&63VKDYHVKRUWFRPLQJVLQWHUPVRILQVLGHU
WKUHDWV YLUWXDO GDWD FRPSXWDWLRQV DQG HIILFLHQF\ 7KLV FOHDUO\ GHPDQGV D QHZ HQFU\SWLRQ VFKHPH WKDW QRW RQO\
SURWHFWVXVHUGDWD IURP LQVLGHU WKUHDWVEXWDOVRPD[LPL]HV WKHEHQHILWVRI FORXGFRPSXWLQJE\SURYLGLQJD VWURQJ
HQFU\SWLRQNH\PDQDJHPHQWVFKHPH
,Q WKLV VHFWLRQ ZH SUHVHQW WKH GHWDLOV RI WKH SURSRVHG VFKHPH 6SHFLILFDOO\ WKH SURSRVHG VFKHPH ZLOO EH
GLVFXVVHGZLWKUHVSHFWWRWKUHHHQWLWLHVWKHHQFU\SWLRQPRGXOHZKHUHWKH&68XVHVWKHV\PPHWULFNH\DOJRULWKP
WRSHUIRUP WKHGDWDHQFU\SWLRQDQG WKH VXEVHTXHQW WUDQVPLVVLRQRI WKH VHFUHWNH\  WKH773PRGXOHZKHUH WKH
WKLUGSDUW\PDLQWDLQVDGDWDEDVHRIVHFUHWNH\VDQGWKHVXEVHTXHQWH[FKDQJHRIVHFUHWNH\VRQEHKDOIRIFORXGXVHUV
DQGWKHVHUYLFHSURYLGHUZKHUHDOOWKHFXVWRPHU¶VGDWDLVVWRUHGLQGDWDFHQWHUDQGWKHUHTXHVWRIVHFUHWNH\V
 6\VWHPPRGHODQGDVVXPSWLRQV
$KLJKOHYHODUFKLWHFWXUHRI WKHSURSRVHGVFKHPH LV VKRZQ LQ)LJ$VFDQEHVHHQ LQ)LJ WKHSURSRVHG
VFKHPH FRQVLVWV RI WKUHH HQWLWLHV FORXGXVHUV VHUYLFH SURYLGHUV DQG WKH7737KHKLJK OHYHO DUFKLWHFWXUH RI WKH
SURSRVHGVFKHPHFORVHO\IROORZVWKHDUFKLWHFWXUHSURSRVHGE\WKHDXWKRUVLQ>@+RZHYHUWKHLQWHUQDORSHUDWLRQRI
HDFK VWDNHKROGHU FRPPXQLFDWLRQ EHWZHHQ WKH HQWLWLHV DQG WKH RYHUDOO UROH GLIIHUV LQ HQVXULQJ WKH GDWD
FRQILGHQWLDOLW\ ZKLOH DW WKH VDPH WLPH PD[LPL]LQJ WKH V\VWHP HIILFLHQF\ LH WKH UHVSRQVH WLPH DQG WKH
FRPPXQLFDWLRQWUDIILF


)LJ 6WDNHKROGHUVLQWKHSURSRVHGHQFU\SWLRQVFKHPH
,QRXUSURSRVHGPRGHOZHDVVXPHWKDWHDFKFORXGXVHULVDQDFWLYHPHPEHURIWKHFORXGFRPPXQLW\XWLOL]LQJ
DOOGLIIHUHQWVHUYLFHVRIIHUE\WKHFORXGSURYLGHULQFOXGLQJWKHGDWDVWRUDJH7KHFORXGXVHUVH[SHFWVHUYLFHSURYLGHUV
WRSURYLGHUHTXLUHGGDWDVWRUDJHDVZHOODVSHUIRUPQHFHVVDU\GDWDFRPSXWDWLRQVHUYLFHVVXFKDVGDWDPRGLILFDWLRQV
DGGLWLRQV GHOHWLRQV LQVHUWLRQV DQG VHDUFKHV 7R IXOILO DOO WKH FXVWRPHU¶V UHTXLUHPHQWV &63V DUH DVVXPHG WR EH
HTXLSSHGZLWKDOOVXFKUHVRXUFHV6LPLODUO\ZHDVVXPHWKDWDOOWKHFRPPXQLFDWLRQEHWZHHQWKHWKUHHHQWLWLHVLVGRQH
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EDVHGRQWKHSRLQWWRSRLQWFRPPXQLFDWLRQZKHUHHDFKFKDQQHOLVIXOO\VHFXUHGXVLQJRIIWKHVKHOISURWRFROVHJ
VHFXUH VRFNHW OD\HU 66/ RU WUDQVSRUW ODWHU VHFXULW\ 7/6 SURWRFRO:H DVVXPH WKDW WKH773KDV WKHQHFHVVDU\
H[SHUWLVHDQGWKHFDSDELOLWLHVDQGLVWUXVWHGWRDVVHVVDQGH[SRVHULVNRIFORXGVWRUDJHVHUYLFHVRQEHKDOIRIWKHFORXG
XVHUV>@+RZHYHUWKHIRFXVRIRXUSURSRVHGVFKHPHLVWRHQVXUHWKHSULYDF\RIWKHFOLHQW¶VGDWDDQGVROYHWKHLVVXH
RIVHFUHWNH\PDQDJHPHQWXVLQJWKH773
 (QFU\SWLRQPRGXOH
)URPFORXGFRPSXWLQJSHUVSHFWLYHGDWDRXWVRXUFLQJVLJQLILFDQWO\ UHGXFHV WKHEXUGHQRQ WKHFOLHQW LQ WHUPVRI
VWRUDJHDQGFRPSXWDWLRQDOUHVRXUFHV+RZHYHURQFHWKHGDWDPRYHVWRWKHFORXGWKHFOLHQWKDVQRORQJHUSRVVHVVHG
WKHGDWDORFDOO\ZKLFKUDLVHVVHULRXVFRQFHUQVRIGDWDSULYDF\$OWKRXJKWKHFOLHQWH[SHFWVIURPWKHVHUYLFHSURYLGHU
WRSHUIRUPWKHUHTXLUHGFRPSXWDWLRQRQWKHVWRUHGGDWDDQGHQVXUHWKHGDWDLQWHJULW\DQGFRUUHFWQHVVWKHIXOODFFHVV
SULYLOHJHVVKRXOGQRWEHJUDQWHGWRWKHVHUYLFHSURYLGHUWRPLQLPL]HDQ\SRVVLELOLW\RILQVLGHUWKUHDWV7KHUHIRUHLQ
RXUSURSRVHGVFKHPHWKHGDWDHQFU\SWLRQVKRXOGEHGRQHE\WKHFOLHQWEHIRUHRXWVRXUFLQJWKHGDWDILOHVWRWKHFORXG
,QSDUWLFXODUWKHSURSRVHGVFKHPHLVDEOHWRHQVXUHWKHVHFXULW\RIFOLHQW¶VGDWDVXFKWKDWRQO\WKHDXWKRUL]HG
HQWLWLHVFDQDFFHVVWKHGDWDE\DFTXLULQJWKHVHFUHWNH\HQDEOHWKH773WRYHULI\WKHFRUUHFWQHVVDQGWKHLQWHJULW\
RI FOLHQW¶V GDWD E\ KROGLQJ WKH VHFUHW NH\ DQG  DOORZ&63V WR SHUIRUPQHFHVVDU\ FRPSXWDWLRQRQ WKH GDWD E\
UHTXHVWLQJWKHNH\IURPWKH7737KHSURSRVHGFORXGDUFKLWHFWXUHDQGWKHFRPPXQLFDWLRQEHWZHHQWKHWKUHHHQWLWLHV
DUHVKRZQLQ)LJ



)LJ ([FKDQJHRIPHVVDJHVEHWZHHQWKHVWDNHKROGHUVWRHQVXUHGDWDFRQILGHQWLDOLW\

Client-Side Encryption 
7RSHUIRUPFOLHQWVLGHHQFU\SWLRQZHDGRSWDGYDQFHGHQFU\SWLRQVWDQGDUG$(6[VFKHPHXVLQJWKH5LMQGDHO
FLSKHUDVSURSRVHGLQ>@ZKHUH[LVWKHVL]HRIWKHVHFUHWNH\5LMQGDHODOJRULWKPZDVXQDQLPRXVO\FKRVHQDVWKH
$GYDQFHG(QFU\SWLRQ6WDQGDUG$(6E\WKHSDQHORIUHVHDUFKHUVDW1DWLRQDO,QVWLWXWHRI6WDQGDUGVDQG7HFKQRORJ\
1,67LQ2FWREHU>@6LQFHWKHQ5LMQGDHOZDVGHVWLQHGWREHXVHGPDVVLYHO\LQYDULRXVVRIWZDUHDVZHOODV
KDUGZDUHHQWLWLHVIRUHQFU\SWLQJGDWD>@
,QWKHFRQWH[WRIFORXGFRPSXWLQJWKHDGRSWHGVFKHPH>@ZRUNVDVIROORZV$VVXPHDFOLHQWZDQWVWRXSORDGD
GRFXPHQWHJDILOH)FRQVLVWLQJRIQQXPEHURIE\WHVWRWKHFORXGVHUYHUDIWHUSHUIRUPLQJWKHHQFU\SWLRQXVLQJ
WKH5LMQGDHOFLSKHU6LQFHWKHDGRSWHGHQFU\SWLRQDOJRULWKPLVDEORFNFLSKHUWKHSODLQWH[WLHWKHILOH)ZLOOEH
GLYLGHGLQWRIL[HGVL]HPXOWLSOHEORFNV%%««%QZKHUHWKHVL]HRIHDFKEORFNFDQEHXSWRE\WHV(DFKEORFN
RIGDWHZLOOWKHQSURFHVVWKURXJKWHQURXQGVRIHQFU\SWLRQLWHUDWLRQVEHIRUHWKHILQDOFLSKHUWH[WLH&LVFRPSXWHG
'XULQJHDFKURXQGRIHQFU\SWLRQIRXUGLIIHUHQWRSHUDWLRQVDUHSHUIRUPHGRQWKHLQSXWEORFN%LXVLQJDXQLTXH
NH\NL,QLWLDOO\DE\WHWRE\WHVXEVWLWXWLRQLVSHUIRUPHGRQWKHLQSXWEORFN%LXVLQJDWDEOHFDOOHG6ER[2QFHLQLWLDO
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VXEVWLWXWLRQ 6L LVGRQH D URZE\URZSHUPXWDWLRQ IXQFWLRQ 3L LVSHUIRUPHG IROORZHGE\DQRWKHU URXQGRIGDWD
VXEVWLWXWLRQ6M)LQDOO\WKHRXWSXWRIWKHILUVWURXQGRIHQFU\SWLRQLVSURGXFHGDIWHUSHUIRUPLQJDELWZLVHH[FOXVLYH
RU ;25 RSHUDWLRQ RI WKH FXUUHQW EORFN ZLWK D SRUWLRQ RI WKH H[SHQGHG NH\ 7KH RXWSXW FDQ EH H[SUHVVHG DV
    L L L M L L L L5 Z I 6 I 3 I 6  ZKHUH L5 UHSUHVHQWVWKHRXWSXWRIWKHLWKURXQGZKHUHDV LZ LVWKHHQFU\SWLRQ
NH\IRUWKHGDWDEORFN%L
6LQFH WKH LQSXW SODLQ WH[W %L KDV WR JR WKURXJK IURP WHQ FRPSOH[ LWHUDWLRQV RI HQFU\SWLRQ IXQFWLRQV WKH
FRUUHVSRQGLQJFLSKHU WH[W LVKLJKO\UDQGRPL]HGPDNLQJLWFRPSXWDWLRQDOO\LQIHDVLEOHIRUDQDWWDFNHUWRDFFHVV WKH
SODLQWH[WZLWKRXW WKHNQRZOHGJHRI WKH HQFU\SWLRQNH\ ,W VKRXOGEHQRWHG WKDW WKH VHUYLFHSURYLGHUPD\SHUIRUP
GLIIHUHQWFRPSXWDWLRQVRQ WKHVWRUHGHQFU\SWHGGDWHVXFKDVGDWDVHDUFKHVDQGXSGDWHV7KHVHVHDUFKHVRUXSGDWHV
ZLOOEHSHUIRUPHGDWWKHEORFNOHYHOUDWKHUWKDQRQWKHHQWLUHHQFU\SWHGGDWDLHILOH)

Secret Key Exchange 
2QFHWKHILOH) LVHQFU\SWHG WKHFLSKHU WH[W& LV WUDQVPLWWHG WR WKHFORXGVHUYHURYHUDVHFXUHFRPPXQLFDWLRQ
FKDQQHO7KH VHFUHWNH\FDQ WKHQEHHQFU\SWHGXVLQJ WKHSXEOLFNH\ LQIUDVWUXFWXUHDQG WUDQVPLWWHG WR WKH773 ,Q
SDUWLFXODU ZH SURSRVH WR XVH 56$ VLJQDWXUH EDVHG DXWKHQWLFDWRUV >@ WR  H[FKDQJH WKH VHFUHW NH\V VHFXUHO\
EHWZHHQ WKH WKUHH HQWLWLHV DV GHVFULEHG LQ RXU SURSRVHG FORXG DUFKLWHFWXUH DQG  HTXLS WKH 773 WR YHULI\ WKH
FRUUHFWQHVVRIWKHFOLHQW¶VGDWD
,QRXUFORXGFRPSXWLQJVFHQDULRHDFKHQWLW\JHQHUDWHVDSDLURINH\ N N8 9 ZKHUH8NVKRZVWKHFOLHQW¶VSXEOLF
NH\VXFKWKDW N S8 J ] ZKHUHSLVDSULPHDQG J LVDUDQGRPJHQHUDWRUVXFKWKDW  PRG J Q)  ZKHUH
QLVXVHGDVWKHPRGXOXVIRUERWK8NDQG9N7KH8NZLOOEHDYDLODEOHLQDSXEOLFNH\ULQJVRWKDWLWFDQEHDFFHVVHG
E\WKHRWKHUHQWLWLHVZKHUHDVWKH9NZLOOEHNHSWVHFUHWRUVWRUHGORFDOO\RQFOLHQW¶VPDFKLQH
,W KDV EHHQ SURYHQ WKDW IRU D ODUJH SULPH S LW LV FRPSXWDWLRQDOO\ LQIHDVLEOH IRU DQ DWWDFNHU WR GHULYH WKH
PDWKHPDWLFDOO\UHODWHGSULYDWHNH\9N7KXVWKLVZHOOMXVWLILHGRXUFKRLFHRI56$DOJRULWKPIRUVHFXUHO\H[FKDQJLQJ
WKHVHFUHWNH\EHWZHHQWKHHQWLWLHV7RWUDQVPLWWKHVHFUHWNH\LQWKHHQFU\SWHGIRUPIURPFOLHQWWRD773WKHFOLHQW
ZLOODFFHVVWKHSXEOLFNH\ULQJWROHDUQWKH8NRIWKH773DQGVXEVHTXHQWO\FRPSXWHWKHHQFU\SWHGFRS\RIWKHVHFUHW
NH\ I N 773 V& ( 8 .o ZKHUH(I LV WKH HQFU\SWLRQ IXQFWLRQ 7R YHULI\ LWV LGHQWLW\ WR 773 WKH FOLHQW IXUWKHU
SURGXFHVLWVVLJQDWXUH 
N I N 773 VI Y &68
( ( 8 .oo VXFKWKDW LWFDQEHDXWKHQWLFDWHGE\WKH773XVLQJFOLHQW¶V
8N
 7UXVWHGWKLUGSDUW\773PRGXOH
7KHVHFRQGPDLQFRPSRQHQWRIRXUSURSRVHGVFKHPHLVWKH773,QRXUSURSRVHGDUFKLWHFWXUHVHH)LJWKH
773LVDEOH WRKROG WKHVHFUHWNH\RI WKHFORXGXVHUVZKRKDYHRXWVRXUFHG WKHLUGDWD WR WKHFORXGVHUYHUV 
DFTXLUHWKH3.&IURPWKH&$RQEHKDOIRIWKH&68VHQGWKHVHFUHWNH\RQWKHUHTXHVWRIVHUYLFHSURYLGHUDQG
 YHULI\ WKH FRUUHFWQHVV RI WKH FOLHQW¶V GDWD:HZLOO GLVFXVV HDFK RI WKHVH IRXU RSHUDWLRQV RI WKH 773 LQ WKLV
VHFWLRQ

Holding the Secret Key 
7RKROGWKHVHFUHWNH\VRIHDFKSDUWLFLSDWLQJFORXGXVHUWKH773ZLOOPDLQWDLQWKHGDWDEDVH,WVKRXOGEHQRWHG
WKDW DOO LPSRUWDQW LQIRUPDWLRQ IURPHDFKFOLHQW LVPDLQWDLQHG LQ WKHGDWDEDVH LQFOXGLQJ WKHHQFU\SWHG IRUPRI WKH
VHFUHWNH\FOLHQWGLJLWDOFHUWLILFDWH'&DQGWKH&63VVLJQLQJNH\VRUKDVKYDOXHVSN

Public Key Certificates (PKC) 
2QFHWKH773UHFHLYHVWKHVHFUHWNH\IURPWKHFOLHQWLQWKHHQFU\SWHGIRUPLWZLOOWKHQDFTXLUHWKH3.&IURPWKH
&$RQEHKDOIRIWKH&687RDFTXLUHWKHFHUWLILFDWHIURPWKH&$WKHFOLHQWPXVWVHQGLWVVLJQDWXUHDORQJZLWKWKH
HQFU\SWHGFRS\RIWKHVHFUHWNH\WR773VXFKWKDW  
N NY &68 X 773 V
( ( .o o ZKHUH NY DQG NX DUHWKHSULYDWHDQGWKH
SXEOLF NH\V7KHYHULILFDWLRQ RI FOLHQW LGHQWLW\ VKRXOG EH GRQH WKURXJK D VXFFHVVIXO GHFU\SWLRQSURFHVV VXFK WKDW
    N N N NX &68 Y &68 X 773 V X 773 V' ( ( . ( .o o o o ,WVKRXOGEHQRWHGWKDWD773LWVHOIFRXOGVHUYHDVD&$
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7KH XVH RI 3.& ZLOO LQWHJUDWH WKH LGHQWLW\ RI ERWK WKH FOLHQW DQG WKH VHUYLFH SURYLGHU DV ZHOO DV HVWDEOLVK DQG
PDLQWDLQWKHWUXVWEHWZHHQWKHWKUHHHQWLWLHV

Secret Key Exchange 
8SRQUHTXHVWIURP&63IRUWKHVHFUHWNH\RIDVSHFLILFFOLHQW.LWKH773ZLOOYHULI\WKHVHUYLFHSURYLGHULGHQWLW\
E\ SHUIRUPLQJ WKH GHFU\SWLRQ VXFK WKDW    
N P N PX &63 Y &63 FRPS L
' ( 0' + Po o  ZKHUH+ LV D FU\SWRJUDSKLF
KDVKIXQFWLRQLPSOHPHQWLQJRQDVPDOOEORFNRIGDWDPLWRSURGXFHDELWVKDVKYDOXH2QFHWKHLGHQWLW\RID
&63 LV YHULILHG WKH FRUUHVSRQGLQJ VHFUHW NH\ RI FOLHQW.L ZLOO EH UHWULHYHG IURP WKH GDWDEDVH DQG VHQW WR WKH
UHTXHVWLQJ&63XVLQJ56$HQFU\SWLRQVXFKWKDW  N LX &63 V &68( .o o ,WVKRXOGEHQRWHGWKDWWKHVDPHKDVKYDOXH
FDQEHXVHGODWHUE\WKH773WRYHULI\WKHGDWDFRUUHFWQHVV
Verification of Client’s Data 
2QHRIWKHPDLQDGYDQWDJHVRIRXUSURSRVHGDSSURDFKLVWKHDELOLW\RI773WRSHUIRUPWKHYHULILFDWLRQRIGDWD
FRUUHFWQHVVRQEHKDOIRIDFORXGXVHU)RU WKLVSDUWLFXODU WDVNZHDGRSW WKHGDWD LQWHJULW\VFKHPHSURSRVHG LQ>@
ZKLFKXVHVPXOWLSOHFKDOOHQJHUHVSRQVHPHVVDJHVEHWZHHQWKH773DQGWKHFORXGVHUYHU7RYHULI\WKHLQWHJULW\RI
WKHRXWVRXUFHGGDWD WKH773YHULILHV WKH VSN RI WKH&63DQG VHQGV WKH FKDOOHQJH WR WKH VHUYHU DQGZDLWV IRU WKH
UHVSRQVH7KHFKDOOHQJHVSHFLILHVWKHSRVLWLRQVRIWKHEORFNVWREHFKHFNHGLQWKLVFKDOOHQJHSKDVH,IUHVSRQVHIURP
WKHVHUYHUGRHVQRWPDWFKWKHFKDOOHQJHLVIDLOHGLQGLFDWLQJWKHPRGLILFDWLRQLQWKHGDWDEORFNV6LQFHWKLVVFKHPH
ZRUNVWKURXJKDWKLUGSDUW\WKHYHULILFDWLRQDQGWKHG\QDPLFGDWDFRPSXWDWLRQRSHUDWLRQVDUHZHOOMXVWLILHGZLWKLQ
RXUSURSRVHG773VFKHPH7KHGHWDLOVDERXWKRZWRJHQHUDWHWKHFKDOOHQJHVFDQEHIRXQGLQ>@
Conclusion 
7KHSULPDU\REMHFWLYHRIWKLVUHVHDUFKZRUNZDVWRHQVXUHWKHGDWDFRQILGHQWLDOLW\LQFORXGHQYLURQPHQWDVZHOO
DVUHGXFHWKHFRPSXWDWLRQDOEXUGHQRQWKHFOLHQWV7RDFKLHYHWKHVHJRDOVWKLVSDSHUSUHVHQWHGDQHZWUXVWHGWKLUG
SDUW\773EDVHGVFKHPHWKDWDOORZVFORXGFXVWRPHUVWRHQFU\SWWKHLUGDWDXVLQJWKHVWDWHRIWKHDUWV\PPHWULF
NH\DOJRULWKPVHJ$(6773WRKROGWKHVHFUHWNH\DQGFRPPXQLFDWHZLWKWKHVHUYLFHSURYLGHUVRQEHKDOIRI
FORXGXVHUVVHFXUHH[FKDQJHRIVHFUHWNH\VRYHU WKHFRPPXQLFDWLRQFKDQQHOVXVLQJWKHSXEOLFNH\DOJRULWKPV
HJ56$DQG773WRSHUIRUPUHODWLYHO\KHDY\FRPSXWDWLRQVVXFKDVXVHUDXWKHQWLFDWLRQVDQGGDWDLQWHJULW\
$OWKRXJK WKH XVH RI SXEOLF NH\ LQIUDVWUXFWXUH GHPDQGV ORQJHU NH\ VL]H HJ ELWV WKH IUHTXHQF\E\ZKLFK
VHFUHWNH\LVXVHGDQGHQFU\SWHGHLWKHUE\FOLHQWRUD773ERXQGHGWKHFRPPXQLFDWLRQRYHUKHDG,QSUDFWLFHFOLHQWV
HJ PRELOH GHYLFHV DUH OLPLWHG LQ WKHLU UHVRXUFHV DQG PD\ QRW EH DEOH WR DIIRUG WKH RYHUKHDG RI SHUIRUPLQJ
FRQWLQXRXV GDWD YHULILFDWLRQV RU UHVSRQGLQJ WR VHFUHW NH\ UHTXHVWVPDNLQJ773 DPRUH UDWLRQDO FKRLFH IRU WKHVH
WDVNV ,Q IXWXUH RXU UHVHDUFK ZLOO EH IRFXVHG RQ FRQGXFWLQJ HPSLULFDO VWXGLHV WR VKRZ WKH HIIHFWLYHQHVV RI WKH
SURSRVHG773VFKHPHLQWHUPVRIFRPPXQLFDWLRQRYHUKHDGDQGVHFUHWNH\UHTXHVWUHVSRQVHWLPH
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